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 A set of parties wish to jointly and securely 
compute a function on their private inputs 
e.g., voting, auction, etc. 

 Security must hold even if some of the parties 
attack the protocol 



 What are the desired security properties? 

◦ Correctness: parties obtain correct output 

◦ Privacy: only the output is learned (nothing else) 

◦ Independence of Inputs: parties cannot choose their 
inputs based on inputs of other parties 

◦ Fairness: if one party learns the output then all 
parties learn the output 

◦ Guaranteed Output Delivery (G.O.D.): all parties 
learn the output 

Fairness G.O.D. vs. 



G.O.D. Fairness 

All parties obtain output 

 

If one party obtains output then 
all parties obtain output 

Honest & corrupted parties learn 
the SAME amount of information 

Honest & corrupted parties learn 
the SAME amount of information 

Honest parties ALWAYS  
obtain output 

Honest parties do NOT ALWAYS 
obtain output 

Denial of Service attacks are 
NOT POSSIBLE 

 

Denial of Service attacks MAY BE 
POSSIBLE – as long as no party 
learns anything 







 No honest majority 

◦ Fairness & G.O.D. are not always possible [Cleve86] 













trivial in the sense of [Kilian91] 



 
P2P 

 
Broadcast 

 
# Corrupted 

Fairness & G.O.D. [GMW87,RB89] 

Fairness [FGHHS02] 

Our Results 

No Fairness & G.O.D. in General [Cleve86] 







 The security definition compares two worlds 

Ideal World Real World 

The protocol 
A trusted party helps 
with the computation 



 Authenticated synchronous network  

 Consider either P2P model or broadcast model 







output of honest & 
view of adversary 

Ideal World Real World 



 Different ideal worlds provide different security: 

◦ Security with G.O.D. 

◦ Security with Fairness 

◦ Security with Fairness and Identified Abort 

◦ Security with Abort 

◦ Security with Identified Abort 
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Details in the 
paper 













New: characterize G.O.D. 


